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Recently, Blackbaud, one of Saint John’s Prep’s vendors, provided an update to the security
incident that occurred within their system. The company believes that unencrypted social
security numbers did exist in an old student information system (Education Edge) the Prep School
no longer uses. The data file we received from Blackbaud indicated that your social security
number may have been compromised by this incident.

You are eligible for free credit monitoring and fraud protection services for 24 months.
In order to receive the monitoring services, you must enroll by Dec. 31, 2020.

To enroll in credit monitoring services at no charge, please go to:
https://www.cyberscouthq.com/epiq263?ac=263HQ1755

If prompted, please provide the following unique code to gain access to services: 263HQ1755

Once registered, you can access Monitoring Services by selecting the “Use Now” link to fully
authenticate your identity and activate your services. Please ensure you take this step to receive
your alerts.

Proactive Fraud Assistance
For sensitive breaches focused on customer retention, reputation management, or escalation
handling, CyberScout provides unlimited access during the service period to a fraud specialist
who will work with enrolled notification recipients on a one-on-one basis, answering any
guestions or concerns that they may have. Proactive Fraud Assistance includes the following
features:
e Fraud specialist-assisted placement of fraud alert, protective registration, or geographical
equivalent, in situations where it is warranted.
o After placement of a Fraud Alert, a credit report from each of the three (3) credit bureaus
is made available to the notification recipient (United States only).
e Assistance with reading and interpreting credit reports for any possible fraud indicators.
e Removal from credit bureau marketing lists while Fraud Alert is active (United States
only).
e Answering any questions individuals may have about fraud.
e Provide individuals with the ability to receive electronic education and alerts through
email. (Note that these emails may not be specific to the recipient’s jurisdiction/location.)



https://www.cyberscouthq.com/epiq263?ac=263HQ1755

Identity Theft and Fraud Resolution Services

Resolution services are provided for enrolled notification recipients who fall victim to an identity
theft as a result of the applicable breach incident. ID Theft and Fraud Resolution includes, but is
not limited to, the following features:

Unlimited access during the service period to a personal fraud specialist via a toll-free number.
Creation of Fraud Victim affidavit or geographical equivalent, where applicable.

e Preparation of all documents needed for credit grantor notification, and fraud information
removal purposes.

e All phone calls needed for credit grantor notification, and fraud information removal
purposes.

e Notification to any relevant government and private agencies.

e Assistance with filing a law enforcement report.

e Comprehensive case file creation for insurance and law enforcement.

e Assistance with enrollment in applicable Identity Theft Passport Programs in states where
it is available and in situations where it is warranted (United States only).

e Assistance with placement of credit file freezes in states where it is available and in
situations where it is warranted (United States only); this is limited to online-based credit
freeze assistance.

e Customer service support for individuals when enrolling in monitoring products, if
applicable.

e Assistance with review of credit reports for possible fraudulent activity.

e Unlimited access to educational fraud information and threat alerts. (Note that these
emails may not be specific to the recipient’s jurisdiction/location.)

Enrollment Instruction

How do | enroll for the free services? To enroll in Credit Monitoring services at no charge, please
navigate to: https://www.cyberscouthg.com/epig263?ac=263HQ1755

If prompted, please provide the following unique code to gain access to services:

263HQ1755

Once registered, you can access Monitoring Services by selecting the “Use Now” link to fully
authenticate your identity and activate your services. Please ensure you take this step to receive
your alerts.
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